Eclarsys PopGrabber

POP3 Connector for Exchange - Configuration

PopGrabber is an excellent replacement for the POP3 connector included in Windows SBS
2000 and 2003. It also works, of course, with Exchange versions that do not include a POP3
connector (Standard, Enterprise).

For the following guide the following names are used:

o TESTCOMPANY .local refers to your local Active Directory Domain Name
e TESTCOMPANY.com is the external Domain Name for your E-Mail accounts.

e SERVER is the name of your Exchange server.
o In this example, PopGrabber is installed in the same machine where Exchange is

installed (recommended).

Exchange Server 2003 Configuration

1. Open the Exchange System Manager and expand Servers - SERVER - Protocols -
SMTP. Right click on Default SMTP Virtual Server and click on Properties.
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2. Inthe Access tab, verify the following:
o Authentication: Anonymous access should be enabled, unless you want to use
PopGrabber Professional with SMTP authentication.
x
Select acceptable authentication methods for this resouce,

v Ancrpmous access

Mo uzer hame or pazsword required.

[ Besolve anonymos e-mail

v Basic authentication [password is sent in clear test)
[~ Requires TLS encryption

Default domain:

¥ Integrated 'windows Authentication
The client and server negotiate the Windows Securty Support Provider
Interface.

Grant ar deny submit pemizsions to speciic wsers ar

Aroups, Wzers... |

Cancel | Help |

o Connection: If your users do not need direct SMTP access to send E-Mail (for
example, if all your users have Outlook), you can increase the security by
allowing only the machine where PopGrabber is installed to connect to the
SMTP port. In this case we add 127.0.0.1 (the local machine).
x|

Select which computers may access this virtual server:
& Only the list below
= Al except the list below

LComputers:
Access | |P Address [Mask)] / Daomain M ame
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o Relay restrictions: This is the most important setting: the relay list should be
empty, even if PopGrabber is installed in a different computer, its IP must not
be included in this list. The reason is that POP3 connectors are used to deliver
messages to local users, not to send them again to the Internet.

x
Select which computer may relay through this virtual server;

& Only the list below
" All except the list below

LComputers:
Acocess | IP Addresz [Mask)] / Domain Mame
Add... Bemove

¥ &llow all computers which successfully authenticate to relay. regardless
of the list above.

[Frant o deny relay permizsions ba specific users or s |
qQroups. —

Cancel | Help |

In the Messages tab, enter your Postmaster's E-Mail address to receive Non-Delivery-
Reports. Save the changes. This will allow you to track problems with the POP3
connector configuration easier.
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4. Back in the System Manager, expand Recipients - Recipient Policies and double-click
on Default Policy (on the right).

il
55 File  Action Wiew Window Help |;|i|i|
& = | &fm| E

5’5 TESTCOMPANY (Exchange) Recipient Policies

-3 Global Settings

EI._J Recipients

,_J Details Templates

: 1 Address Templates
-0 Al Address Lists
- Al Global Address Lists
,_J Cffline Address Lisks
[+ Recipient Update Services
--1_}' Recipient Policies
H-1_ Servers

b1 Conneckors

H-{_J Tools

t-_J Folders

Mame | Priarit | Last Modified

ef ault Policy Lowest

e [ ][]

| | |

5. Under E-Mail Addresses (Policy), make sure the domains your server is responsible
for, are listed here. You should add your external domain name by clicking on New...
- SMTP Address and entering your external domain name (this configuration is
actually not important for the POP3 connector, but for outgoing messages). Mark This
Exchange Organization is responsible for all mail delivery to this address (if this is
not the case, for example, because some of your users download messages directly
from the POP3 server, you can clear this checkbox but you must ensure all the users
configured in PopGrabber exist in the Exchange server, otherwise this setting will
create a loop).

SMTP Address Propetties - |

General |

i’ =] SMTF &ddress

Type:
Ismtp

Addresz

I@testcompany.com

[ This Exchange Organization iz responsible for all mail delivery to this
address.
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6. Enable the generation rule for the external domain and set is as primary. This will
ensure your outgoing emails will have the correct domain name (and not the .local
domain). Save the changes and confirm the automatic recipient update.

General E-Mail Addresses [Policy | Details |
Generation rules:
Type | Address
SHTP @testcompany.com
smtp @testcompany. local
X400 c=U5:a= ;p=TESTCOMPANY:0=Exchange;
4] |+
Mew... | Edit... | Bemove | Set &g Primary |
Cancel | Apply Help |

Back in the System Manager, expand Global Settings, right click on Message

Delivery and select Properties. If you are using filtering in Exchange, check the
Sender Filtering tab to make sure that Drop connection if address matches filter is not
enabled and Accept messages without notifying sender of filtering is enabled.
Otherwise, PopGrabber will keep trying to send the rejected message.

Message Delivery Properties 2lxl
Caonnection Filkering | Fiecipient Filtering | Dietails |
General I Defaults Sender Filtering

Block meszages that claim to be from the follawing senders.

Senders:

agd. | Edi e

[~ dichive fitered messages
[~ Filter meszages with blank sender
[~ Drop connection if address matches filker

v &ccept messages without notifying sender of filkering

Cancel Apply
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8. Under Defaults, make sure the Sending and the Receiving message size values are set
to a value higher than the default of 10240. A value of around 20000 is recommended
for outgoing E-Mails, and a higher value should be used for receiving messages (they
have been downloaded by the POP3 connector already, so there is little sense in
rejecting them).

Message Delivery Propetties - |
Connection Filkering | Recipient Filkering I [etails I
General Defaults | Sender Filtering

Select the default delivery restrictions and options for recipients in this
arganization.

— Sending meszage size

Mo limit & b agimurm (KB |2D4SD

— Receiving message zize

= Mao limit & M agimum [KE]: ISDDDD

— Recipient limits

" Ma licit & Magimum [recipients): |5DDD
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PopGrabber Professional Basic Configuration

1. Open the PopGrabber management console and click on Settings

2. General: Set the download interval to a value different from 0 to enable automatic
download. To simplify entering multiple accounts, fill out the default values for the
POP3 and SMTP Server, finally, enter the E-Mail address of your postmaster (the
local address is recommended, although not necessary).

PopGrabber Settings I

Accounts  General |Globall .&dvancedl About I

Dovnload interval: |2 3: minutez [0 = dizabled]

—Default values for new accounts

POR3 Server Imail. testcompany. cam

POP3 Port 995
¥ 550

[ aeop

SMTF Server Iserver

[Jzemame I
Password I
SMTF Port I 25 5:
v 551
Faostrmaster Ipnstmastel@testcompan_l,l.Iocal

0K Cancel




3. Global: Add the domains PopGrabber should recognize for the global accounts. The
external domain can be the same as the local domain (since we added the domain
name to Exchange on step 5 of the Exchange configuration), however, it is in general
better to let PopGrabber change the external name to a local name (this helps, for
example, to avoid loops in case your Exchange server is not the only responsible
server for your company's E-Mails). In this tab you can also add custom headers
PopGrabber should use to identify the intended recipient in global accounts.

PopGrabber Settings

Accountsl General  Glabal |.f5.dvanced| About |

—&ccepted Domaing

E stemal Domain | Local Domain |
testcompany. com testcompary. local
add | [ Wodfy | Femove |

—Headers for recipient identification

¥ 1o ¥ %RECIFIENT

v ce ¥ xREALTO

¥ RcPT-TO ¥ x%RCPTTO

¥ RESENT-TD v 3ORIGINALTD
¥ RESENT-CC ¥ 3-APPARENTLY-TO
¥ RESENT-BCC V¥ -ORIGINALLY-TO
¥ DELIWERED-TO ¥ x-DELMWERED-TO
¥ ENVELOPE-TO ¥ -ENWELOPE-TO

Custom headers [zeparated by spaces);

Cancel |

4. Advanced: The standard values for this page should not be changed unless you are
having problems with spam filters or antivirus programs. To troubleshoot problems
during the initial configuration, you can change the Report Level to Debug.



POP3 Connector Account Configuration

In the PopGrabber Settings dialog, move to the Accounts tab and click on New.
Single Account: Enter the username and password for the user's postbox on the POP3
server, and enter the local email address the messages should be sent to. All messages

found in this postbox will be redirected to this single user.

v Activate account

N —

—POP3 Settings
POP3 Server Imail. teztoompary, com
Uzername |iohn. smith
Passward I xxxxxxxxxxx

POP3 Part | 995 3: ¥ 85L [ &FOF

[™ Leave messages on Server

—SMTP Settingz
SMTP Server Iserver

SMTF Port | 25 3: W ssL [ Authenticate

Usemame I
Password I

@ Single account ) Global account
Forward to Iiohn.smith@testcompany.local

Cancel




3. Global Account: Enter the username and password for the global postbox on the
POP server. In the SMTP configuration select Global Account. PopGrabber will
automatically identify all E-Mail addresses included in each message (based on the
headers selected in the Global configuration). PopGrabber will then forward all
messages to the correct recipients to the configured SMTP server.

Account Information

¥ Activate account

—POP3 Settingz
POP3 Server Imail.testcumpany.cu:um
Ilzername Iglu:ul:-al
Password Ixxxxxxxxxxx

POP3 Part | 995 3: IV s5L [T &FOF

[T Leave messages on Server

—SMTP Settings
SMTP Server Iserver

SMTP Part | 5 5: W 55L [ Authenticate

|lzername I

Fazzword I

" Single account ' Global account

Cancel |

4. PopGrabber is now ready to receive POP3 messages and redirect them to Exchange.




